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Letter to the Editor

Geocoding-protected health information using online services
may compromise patient privacy - Comments on “Evaluation
of the positional difference between two common geocoding

methods” by Duncan et al.

Dear Editor,

I was very excited to read the paper by Duncan et al.
(2011), which described the locational accuracy and
ease of geocoding address information using online
geocoding services, published in Geospatial Health.
The authors produced a very thorough analysis high-
lighting the practical utility of Batchgeo, and they pro-
mote it as a free and powerful resource for geocoding
addresses. Unfortunately, they failed to recognize that
the use of online geocoding services such as Batchgeo
and ArcGIS Online World Geocoding Service (which
were used in their study) may have inadvertently dis-
closed protected health information to an external
organisation.

Location of residence is identifiable information.
Passing address information to Batchgeo or other
online geocoding services jeopardizes patient privacy
because the information may be logged and stored in
their data servers. Batchgeo’s map data security and
privacy policy states that they may record information
such as your web request, Internet Protocol (IP)
address, and the date and time of the transaction
(2011). Static IP addresses are unique and identifiable,
and many websites such as Batchgeo use cookies to
track users for personalized marketing purposes.
Therefore, it is possible for an online geocoding serv-
ice provider to identify the organisation submitting the
geocode request and attribute the list of addresses it
processes. Furthermore, this information may be aug-
mented with the date of the geocode request and the
dataset in question may become reverse identifiable.

Recognizing the sensitivity of health and finance
data, and the requirement to keep the information pri-
vate and secured, ESRI (host of ArcGIS Online World
Geocoding Service) recommends that geocoding of
these data be performed using locally-stored reference
street address datasets behind a secure firewall (2011).
Online geocoding services should not be used for
geocoding-protected health information because
patient privacy may be compromised and the organi-
sation may be in violation of privacy legislation.

The intent of this letter is not to embarrass the
authors of the study, nor is it to vilify online geocoding
services (or to suggest that they may have malicious
intent to use the information that was inadvertently
disclosed to them). Instead, public health practitioners
and researchers should be aware that online geocoding
services should not be used on sensitive and protected
health datasets for the reasons stated above.
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